Ay A1 it S A paeal) slaliiall aadlil ) saad) cpall) cilgllaia

TS g Baa g pSle 3l
sl (et platin b 130 s Jae (ym gumiy NN fpfsa) e (o glail Jali g pSalainl 81 S5
g pad] (pall) illata e pSasis 3415 (530 gty pSlniad apsiid e placdl an ity

A e e Wl asle Ly i) JlaSiul g

alaiall LY o1 51y ylebial y 2yl 65050 e ol g3 g b il (g 8l f i 51 ) Al S 13)

bl s ] wile § bl e Gl

A
u A el

Jigad! obats A8 8wl

g el sl il CAS) i)

(966) 126096669 Ext.520 :eal yill il o
soc@raqnyat.sa iyl g S 3l o e
https:/ftagnyat.sa ;i i e AS il af g
e

639330l asiloglanil Jgall sluisi s

P

' | e} gl guda g 2
s Jalatll 5 Aigcd) A sl gl J g St i e Y
ol et labie s o) b aS0 ik Sl plas 22 oS Y
LT L PO VTP 7 N

il il " xll

Sl iy M8 i
Lo gl o iy ) a1
Jlaa ALl il lls,
gy il y paglacll
2050 b Ageghaclh

[ PRRLT W [ e v, [P P
pealili ol | lalt 50 b ya
L PEREURE N S S e S Y
Lalid | St Jans A0l eid

| flon Jiy

laica | 1




sy Ay el g
e o il
ST Bl L) ik T
wledl tmgy ke
(DAL

PLEL, I R ey
e ety il
iy
Baaa g A e
%
|

- 5__...‘.!“‘..-,.,
Arceptable PR IR At ks s e | "'J-“-.jJ_’ R L]
use of o nema o, | 150 | WA,
Information - ol #1 JUSB sy Ba)
pesms pie e (R Al AL
o d e lgaliit |
Y A ey 2
- LA — R
e P M ey (35 e wing
Discovery and| 5l A 30, e ) ECC BT e al) i llia
asset Jyatht = f“""_"_‘"-\n E B JET R L
Classification (SR Y
Jpatl putiiden 7
=N ‘J‘. r
s’y
= A Lkl gl L
i % z 2es X s Aalely g e
| Cybersecurity BTy WP L] oy 3 E P - g
in Human '..!,Lu.:q,.-J S i oo | A o s
Resources HC fpaflgepas ' o STl Al oy 0l
el gl yn ¥ LRl
T el LR 3 | ERPECEpc
i 28 palf sma | BOC | Ulaal 3 el ol s,
Siomaily g5 50D | Bl iy IV 4
! | | Aaly 823 yoad
= vl R sa T Sdae kil o3 i 5 Em S Sl
wetwork | ORISR | poe |y e oW ciie
Security * e 3o iS2H d
Ay RSy el
Vo R T B P L L=
o Ao B g o i | 1 e
Lt Jj 8| BYOD policy o i o' ; ¥




e aliiad 5 e

Mv‘:{j’ ey Ay oy
a5 el 3 o il
ek | ECC | Jadadly gl cile dlea g dily
||
[ Ly : | Al 2 Agaglal
| asSoiis. v
maem. s | oy By paad vy
sy, | IR | poe | s e o it
u...llA.b..ﬁ-J Al gad a Aiely S0y Ltal g
LL N3 P | g el plide | ECC LAY 3 el el oL,
| N Al [ | TR i 2.8
e I ety 3 e g
[ poc | 247 oo o it
O A ey Sz Sl
| e
sl y 51y amd iy
EOC | i o)l o cnigfli
| gl g,
‘i Salely Sy gt ey
13 ikl
| oM | AR | Eoc | aetiate gy
roraad 32 ysidl Jyea ¥ Gm
o A5 el A 4
o . sl RS sead iy
Ak Plalex Wby ::j:: Eoc | Cmm et ol cidii
ey 5l il tWi ) . 3l Jac iul).i...uﬁ
) P Ay 3y 0m img
T PSR 4--4,-..'.54.54.!\ ALaN 3 el oM cidlc
s By dpepllpl s3ma | ECC WGk Jaids
Tidad Ay e |
3 daat
S sz A
font Jag y iz, | NCA JB 4 ol G iy | EOC | Tplalll y g b Sillidy
i ieza) S e | fpdsmdihg o ML RN |
| T e S e e |
| el g e ) e
| 55 by e 0
| L 30 el gl e
B g i seal el dgadl
st oS liadaa g 3 el )
b g il B B st e
e il a0 Q! il oy 5 o
I On geded 8 30 il pupedd
| A LA il
j + | Sl e it g
| m"‘h"h I gAY 1Y )
Aolac A 22y o g

Sl o a3l

faiea | 3




ity ] I lpad
il pd g gy el

oy R 3 41 e ey
3553 i S )

639230l 4

<5 g

oLl Jlgall luas s

D e i gl e - Tl A
IR | sy s o | S S
o . i
Ldpd [ igpygad u...r::_:-lu_—‘ﬂ Fi ey Pot=nry
Uyt Jpmallitey H 5,
LAy i shaall
O i S iy
BCC | smect s iy o ped
ke
s Sudaid o0 el gl i gty
Baghs | e i o3 oy e oy il 0
il _p-'-_-.,eu;.ﬁé el gl ¢ e Y JE e
Tulnal Wi | ECC B e D el
e il
2y o Rl Cpecial
3. sl a0

Jfﬁ‘ﬁﬁ _.Jw-(sl_a s
- 3 i s 5 A e e
- e EPE PCO RS, 8 BV PO

Sl 2 gl 3 gl il s 380 | EOC
ik o oa (NDA) s ."u“"h."u
A Sl sl sy o Al
i e a3 3 | (Nom-Disclosure Clauses)
ol 2 200l | D 3 G el iy
: e A 5o Ll clyd S
o ¢ Aasal
ki el y g any
Lall 3 Foed G i 8
Lo Samlecd S DA e
ECC el o p e flls g
o el g aSlagagy i el
Mgk d 3D g
gl e il g o
B e Gl gy il e
s A el e e S e A
LT il ] e dgall
e e Jlad ECC -w-_n.«'-ui#y-“l-:ﬂnmﬂj
oM gy , , Biciol i A
J.!-‘?ﬂ.l';-":'i“’ Ay i g A PNl S e
sl a3 il i Sl B e ey
e = oty AN
oW jad ¥ T gy ek o e
Al panal 3 Jpa i e TS e S
P CRT | atiall pal e 3l
gl T EOC | ateledd i,

Gt el TS i L L
e 3y 3y 5 ) e
il

| BCC |

T it s i
e B ) g Y
il bl gl

e e e s




O Sl - o g e
8 Y el hai e

Taq nyof

e )
[ Rpalia 36 e g e s Ll Gkl
it e I e e o \‘k.‘-‘:‘:";;::.‘:b ECC EE- PR S, ;”-1
Al h EPEL -
I R -
wipd s dma e | ECC i Al gl g
L o il i3 oy
gl Ece | . il _a;....:u,l_',,..'f
a8 eyl 3 Ja Al (b i ey e gl y
il e sy Sy il
el B | e Al el Aad il e a1 e i i ] g
150 shisall Y i gimall y S Sl ] il el
[ EFE PR O Ll o s i ey
iy Al chiasd, | ECC TR
i gl y il A 1 e A0 g e el y
ETE T | Classification and )
poingyhn gndl
ledle Cla3ad
Al e gead. |
i, ECC
. e il i o e 55 e |
-t gl 3N ) Loal s gt § ASY 3 |
ymghs L1 clig, | ECC -r—\“j&ru‘?r‘ﬂi
= o tod B Agall dciatally |
T o cddla, s o cay
frrerrrris Samisad A
LEEREN EE R T RSt q’;‘"":‘;";:‘]f:
"-E:\-_l“-'ﬁ:._ﬂ--l = Tl | ECC - L”l -
Bl 2t = o= (Authentication
ubh gy @




i i i o g |

&“"s‘:j:.l g 55 AR e |
. - g a,.,..r._,j.u,..u,-_j,s.«h;
s e B 5 gy kil | ECC S e ey | o-h
i il e IR e | ],mksd} » u...n
Tehead o Sead 5 SV (Avccss Ma -
|
g ; S 5 s
| ad - x 1 il el e | Al & pudl KD
sye | g bt | | G e K et | A
| s i | S
|
e et | 509 ga e 3 cang
Fidg | i g aud drafinie el 3 e gl ] g5
i | e ] 0 | g gt deap s il [ an
I 2 LEN g I il
| dazally
|
|
1 el il ity
b Sl Yond e | 124
Agliagad
1 T [P T E R -
, g el v s® i Al e
e war | il s g il R g 1Y
pe | gawiss | e st 0] Eee | R TR n
S | WAFieeg- Yl application \;:b}-'ui
{ [TTERA | 1
L aAAM (firewall
] | 0o il i g
| - _ I JETHEE L FING R e |
il geinza | GEESAES | obhe ol g8 o a2
S0 E | MFAMBgeal | T EIER L BOC | el smledigd e g | 00
i Jal il TR Multi-factor )
“}J'_‘" —U-(»\uthcmmuun
; ek LB o | .J-'!'.‘—LnJ-“‘“‘_HIL“-r.?-j
| falutd pui il | BOC q“-‘-"—lu---w.:"‘e—“ A
| S il ity
| Lpiygdd | -J-T'—*J"-"f"—rw
ELA- N | | S ol 5 A e
e aaidy J»:ﬁ?ﬂmw
e g iandl | it gl (gl il
Tauidpdd | ECC o J82 2B el gaY | 1y
| oW i st 0,
039230l auloglaall Jlgall Giluias a3yl |2 Pl JumB¥h g ANl a3 gl e
A | Rl i paisdy
o imgid | N1 453 L (Firowall)




e Defense-in-) a3 2.

e iy 2l
o o gl ge
:;-u--h-asa
| s | AR =g
| | S Gl 5 519Y il panad
| ' iy
{ L5 ] T 5 i
ECC Byl p Bl 30 oI5 L
| e 20 Y
o gny LN g j23, 36
— y . :-..:er’
R —— S it i ) g
“I?;:::;; Q"h“""":““’ —"—“*—-w"ﬁw"ﬁ
r 0 35 o (1 axd
auagni | S 0 oanatnea| BC | e |
ﬁrcw:ll; = Tigaies Intrusion) <il_zay
T (Prevem
| i amaang | e Ak g e ) e oS O g
el 1 3 A s — SIS (5 Y 1 e .
DNsmsim | SO e | B | Aok s S
(DNS) el slad |
Dt il el g
ECC a8 Agad Al e | Y
Agall iy BN
o ik o3 5 e i o s
WUl g Al Al 38 ikl i pd
T A g I 2908 i cobie it 20y Tgall 5 YN
Sl s kel o3 (Filiering) it , Jiax:
) e AT 8 AN 3, B
»DKIM ,DMARC | ECC 4o By g | 11204
(SPF Phishing > . 20!
Ll SalaY! ey <<Email
aniidad A2L (<<Spam Email>>
ot gy Ll gl Tl Lhanll 2y il
LS L Ak G A 0 - b B 2 o i
PR R e v
3y 80 5 dya gy 2 el
* B o ansgall 3y S
3 e 22 iyl e FlaTh e
Rabid g, ET | ECC Multi-Factor) jeeliad | 2.6-10
i i () 22 JAS (Authentication
oy ;e i ke Jaidly
ASPF 3 AT 29 e
(Webmail) |
o) D i
gl Adaad paiaad
bl i anlgal i SOY!
ECC PN 5 Jas 325 | 56410
Ay e o i) 3 s Rgadi
Sender ) dha s i _jd
sgsall antoplaal Yl olpas asyis (Policy Frameword

daia | 7




S e LS AL .\ i, %
Ry ;;mﬂﬂ s _“"‘" ,&1._1.1..._,,,:.._.., 7-10
i) fdd =
| [T T EVERR R P
l . 3 ealy Aaifl ddend 1
' ‘?T’i_mt‘";"s R o £ T
g e T
il T PRETTS R “L'J"""?"Lf.‘ . Tyt A
AV sl 0 220 | Tpd il y CC 3 ucall Clgpa sl 1-11
| (gasiiod e (Malware)
iy i iy an
PR T
el S
]
|
|
|
| wngensasd |
[l I = x 211
S | s
R :n;m;,,s-n ‘-)-'..r,)'-'-“'---:u-'
| ) L Fiall iy
e Lk 3 _ )
Pkl st ol o il b of g
A pancdd 5 ga'fl 5 jpal y Al Sdaad 51 punnd
P o G | L | e e e |
o i g Sl sl HLAa g -
i PRCET T ar
G it it o e
o o b d
o b laaiidy | eles b gz rv"'.:i.;‘-’wm—'
| A e ) ws il i | EOC - s lags 1.7
(SDLC) eogplon plaaid bl i sapigal
Coding Secur)_jhas
(Standards
. (e et i teis Foled aag
l .‘JM&;&‘;J ECC Sl e e | VAT
- A fadBELE | [T e e Agall ¥ sl 1 A say
dengiie| U o gy | MmYnadiana FTICY A Ty o
i | i o o A8y g Sna ) M
sagraallaufostaal Josl cm ass || lpepiia¥iz @ | EOC el o T EET
N (PRE EER P
e & palhadll Ayl




et Y s lay |

I
|
| A

R, R R,

o | o
I. ")U‘-HJ"' - ._'Ok'l"”
| it gage | EOC | ofmed ol Slagsy Colgm | %17
| 1235005 45 | YT _'_'F"j""
£ IR PRETICS PR 5 e S g
Blan flulml | s sl 9 | o o] Gl Cul g
FPa | o O i pin gt e 1ol 22g | 122413
| [P PEER LU P BT
_.-‘:'1._:..1.1...,_,.,-..,.__.,,
| ECC | Redpduligll pas dped | 1414
Sl paid A Sy Ll i q.,.ug..‘\n
s ) st g )yl i O Sl peia () ey
o il B P R BRSPS, 3y 5 ASY A )
28 A EOC | g e il s B | 201414
| P e el Ll
({Disaster Recovery Plan
s Al 5l O
L1 W Y,
R AR Gl ) S e s oy
ltt Gl 5 T gad il QAT A il coc ot Aeda 3 g .
el g - ARiY Akl e gl
DadpadiS JBa ¥ Jigad
| Al e
| asd mdiasgd T
G i Gl oy
| ECC J_,J.—Ldl-._ll".a}._l 1-16
_,.su.ﬂ...,:..._J
Sy Sk CadS ol iR o J3 e d
L3 | 3l el g 43 e O Sy e i
L - e a3y P el
Ll o _pelaall al=
hetfim :ﬁiﬁ ECC Nom- ) Shasladl i 5 1-1-16
e 8 il i B -]
LT el 023 lee B o e o
shadl/lyiil 2may Dia Jasl)
iy ol ATAD
Chan Tl SN, gl o g
EQC | oleleS et pfie dell | 2-1-16

Al ol Apgedl Razid

039330l asiloglanll Jigall Ciliisi sy

N

Zaiea | B




ol ol it iy
dpalidal 3 10l

L et STl el glaa]
g rad g gdad Jyeas)
Gl A, 8, a0,
Commad il e b s
Agall Rl (S 4y
PINERCIPRE-S

S ALY A )
ol s ALY SVl
Al Al g ey dualadl

(st

o R 3 s
dyaiitignnd A d

{ o Rpal Al A el
1 EOC | sprad s gdd Jyad
| e N o Ay 3y il
il S Lot il s
(CCTV). 38,5

) Sl dui  amy

et il 3
| Rl R L gl
| ECC | 4rpradd pi pidad Jaddl
Tl AT

. ) a3 QLSS asaddl S5, e K112

SN ISR G 5 A J ATE U 0 oy Y Raad e pien g 4pSglaT i gt
(P il e Sl (Vi Bde] o
alalmugrin@eamana gov.sa 1 50 & 0l o yie
A S BN N0 (e S 2l G JNa

O E——
o39330ll asiloglaall Jigall Ciliiai aSpis

sl cylal aa
el 25 LN 5 s
P15y il 38 gall 3 5l
,"IMWBUPIJ paall el
5 LSl Sana f purigal

aia | 10




